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Why study computer security for automobiles?

Modern cars are complex cyber-physical systems with dozens of 

computers controlling critical components. These computers need 

to communicate with each other over shared networks. These 

networks have many potential entry points, such as Bluetooth, 

cellular networks, and USB drives. We ask: What could an 

attacker do if one of these entry points was compromised?

Experimental Setup

We simulate an attacker gaining network access 

by plugging into the carôs diagnostic port. 

We wrote custom software (called CarShark) to  

inspect and manipulate our carôs network traffic. 

CarShark also has many diagnostic functions:

ǅDisable Communication

ǅRead/Write Memory

ǅReset Error Codes

ǅUnlock ECUs

ǅCrack Keys

ǅFuzz Packets

We developed several successful attacks and 

tested them both on jacks and on a closed course.
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Computers in a modern automobile

Selected Results

Technique Results
Observe, modify, and replay 

standard network traffic

Control of the instrument 

panel, radio, chimes, locks, 

lights, and more.

Fuzz diagnostic packets

Exploit weaknesses in the 

diagnostic authentication 

protocol

Control of all body 

controller outputs (horn, 

windshield wipers, etc.)

Control of the heating and 

cooling system

Forcibly engage and 

disable the brakes

Disable the engine

Reverse engineer 

and modify ECU

firmware

Bridge both subnets

Host malicious, event-

triggered, self-erasing code

Challenges Remain
ǅManufacturers are largely just integrators

ǅAdding security may be costly ïlow margins

ǅCanôt simply lock down diagnostic tools

ǅHow do you recognize and respond to security 

failures?


